TATACARA PENJANAAN FAIL CSR BAGI PELAYAN
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SUIL DIGITAL PELAYAN — BASIC STEPS ﬁ“ﬁ"{mﬁ
€© Sijil Digital Pelayan

¢ Best Practice
Penjanaan dan Pemasangan Sijil Digital Pelayan

¢ Apaitu CSR?
@ © ¢ Platform Penjanaan CSR
** Penjanaan CSR
* Apache Tomcat (Single Domain dan Wildcard)

* IS (Single Domain dalam persekitaran Windows)
* Apache Server (Multidomain)
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SUIL DIGITAL PELAYAN — BEST PRACTICE

Private Key dan Sijil Digital

Penggunaan Private key — RSA 2048 bit atau ECDSA 256 bit
Perlindungan private key — hadkan akses kepada pegawai
tertentu sahaja

Memastikan sijil digital mewakili domain vang betul

Konfigurasi certificate chain yang lengkap
Penggunaa protocol yang selamat — TLS v1.2
Penggunaan Cipher Suites yang selamat e.g:
TLS DHE RSA WITH AES 128 GCM SHA256

Performance

* Penggunaan key - “too short” insecure, “too long” slow
operations

HTTP dan Keselamatan Aplikasi

* Encrypt everything
¢ Elakkan Mixed Content



PENJANAAN [J([

APA ITU CSR? oo

INFRASTRUCTURE
PRASARANA KUNCI AWAM KERAJAAN

Certificate Signing Request
** Merupakan standard (PKCS#10) yang digunakan untuk penghantaran public key, maklumat
berkaitan organisasi dan nama domain

¢ Semasa penjanaan CSR, biasanya maklumat berikut diperlukan:
e Common name: <url domain>
* Organization: <nama organisasi>
* Key Algorithm: <RSA>
* Key Size: <2048>

«* Contoh CSR:

m————BEGIN NEW CERTIFICATE REQUEST————-
MIICtTCCAZOCAQAWQDELMAKGALIUEBhMCTVkxHDAaBgNVBAoTE@dvdmVybml1l1lbnQg
TWFsYX1zaWExEzARBgNVBAMTCmd jYS5jb20ubXkwggEiMA@GCSqGSIb3DQEBAQUA
A4IBDwWAwWgQgEKAOIBAQCXYfjLSYyZOmjqcIWcGiljel2cC27sh8Gg07e9EuU92sEV2F
+830U920W/KMYTfaSfuCIHONVzRufx92xPBj0y2dad4ulsU+I+QAeKyC9gjvkwOUM
9m6htTM4+Y6CK+sytgbUbZpKEqxVubmI4Nw37x0RIGp+fMVuQqWNZg9rohXg4Kad
11b1UuS5Yfn7rGASMr7I+uViYXNImRDtUt78CRapvhx5I9W/+sFI5PgegW+9tDNx
ZYF2bVzpLhK+uIpn7TReKOspV38FhI51ihppL5D+N2uR/vcHOdIXelL5Z0@iuvgHeH
KvrkV37egGXck2JkyH8wB1l7YL8nYGUug2BAeGdIbAgMBAAGgMDAuUBgkqhkiG9w0B
CQ4xITAfMBOGA1UdDgQWBBQNI r LTRLrXqfPfN39TujQUhw2G6DANBgkqhkiGO9w@B
AQsFAAOCAQEAQd8P5HFhxiQpgGccp2f0Y0QDdzIR6UbI9qGSce IM+LudUmrSEqzv
zw7WGj r8K2CYSnnFxgX2Imqob03JI/q/MCS4h8u5SrTKyXKOIFfcpba50FHD2RZq
ANmHBGgx639YmMNPru09npWSHwV6Xy0v/q/qFpk2ZIHibc3h0QBTkhep8nCLD3MBzZ
yXvdGdwI7basYDsrfLG7Wh882p47nxHSw7/M77dniqbey2Gq2Pi7i93dqPEp+ZsUU
szZNA/NiSKYjbLDYi6nI6+qBGJeSRmIDIjPgkS/+V7DaEZb64iKolxousQhcAFjq/
X6KvGX23/jH7x/3cXtJILmdC9jDhI5e5TA==

————— END NEW CERTIFICATE REQUEST—————-
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Antara platform popular yang biasanya digunakan untuk aplikasi web:

Multiplatform Windows
e Apache Tomcat * Microsoft IIS
e Apache Open SSL * Microsoft Exchange
* IBMHTTP Web
Server

* Oracle Weblogic




Penjanaan Fail CSR bagi

Apache Tomcat (Single Domain dan Wildcard)
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Langkah-langkah penjanaan CSR di Apache Tomcat menggunakan keytool

Windows: Unix;
"$JAVA HOME%\bin\keytool" SJAVA HOME/bin/keytool

JANA CERTIFICATE KEYSTORE

keytool —-genkey -alias tomcat -keyalg RSA -keystore
<your keystore filename>

| \g)__)) JANA CSR
keytool -certreq -keyalg RSA -alias tomcat -file
certreq.csr -keystore <your keystore filename>

Apache Tomcat 9
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JANA CERTIFICATE KEYSTORE — APACHE TOMCAT SINGLE DOMAIN

CO ntOh . 2 hardiyana-atsb — -bash — 112x24

[Hardiyana=AISBs=-MacRook-Pro:~ Nana$ keytool —genkey eyalg RSA I;kezstore orange.ks I
[Enter

[Re—enter new :
What is your first and last name?

[Unknown]: www.orange.com

What is the name of your organizational unit?
[Unknown]:

What is the name of your prganization? Bagi domain wildcard, isi *.<domain> sebagai
[Unknown]: Orange & Co.

What is the name of your City or Locality?
[Unknown]:

What is the name of your

[Unknown]: elanao
What is the [wo-letter country dode for this unit?

[Unknown]: MY
Is CN=www.orange.com, OU=Unknown, O=0range & Co., L=Unknown, ST=Selangor, C=MY correct?
[nho]: vyes

input ‘What is your first and last name?’

Enter key password for <tomcat>
[ (RETURN if same as keystore password):

| Parameter penting untuk janaan CSR

E —IW—I——I—— 1 Nana staff 2259 Dec 6 12:31 orange.ks
E‘ Fail Certificate Keystore yang dijana -rw-r--r--@ 1 Nana sta 97411833 Apr 30 2018 out.txt
‘ -rw-r——r——7Q@ 1 Nana staff 1557 Nov 29 2017 test.cer
-rw-r——r—@ 1 Nana staff 460 Feb 12 2018 volog.log f:?
Hardiyana—ATSBs-MacBook—Pro:~ Nana$ [

Apache Tomcat 9
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[Hardiyana—-ATSBs—MacBook—Pro:~ Nana$ keytool -certreq —-keyalg RSA -alias tomcat -file certrequest.csr —-keystore orange.ks |
[Enter keystore password: ]

|[Hardiyana—ATSBs—MacBook—-Pro:~ Nana% cat certrequest.csr CSR Information:

MIIC6TCCAdECAQAWADELMAKGALUEBhMCTVkXETAPBgNVBAgQTCFN1bGFuZ29yMRAw 0 Common Name: www.orange.com
DgYDVQQHEwdVbmtub3duMRUWEWYDVQQKDAxPcmFuZ2UgJiBDby4xEDAOBgNVBAST QQ(Mganhaﬁom(m?ngeS(CQ
B1Vua25vd24xFzAVBgNVBAMTDNd3dy5vemFuZ2UuY29tMIIBIjANBgkghkiG9weB o
AQEFAAOCAQ8AMIIBCgKCAQEAQ5X8nwxsUOMwPZFzVac55YqjuZKPFHU34w28/0wz CQ(MganmannUnm:Unknown
fxGtv3w2xM6E1+qQBoX0KVnbé6++HggmvvX1EvBNnGIAANANhVQpeQh40g05NIsCpl QDchmny:UnknmNn

GP5DCy@ue+yJnmwlAgTxnB93Bvon06UghhbJP/yT3whUtKurhpkymsEquuUe7u/Q9 QQEHaUrSemngor
B4BURbAnsVwuOncoH9120t2sx+/1cInbhXePFRFLmUS+U+AY/vmAHF66tMDj+Ngg )
ssArhy4Gg2E9kva8pX1X0Onb8sYEWs8cDHCCSJEuU7L1UDulPpgQieseIPoT8EghST Q?CkmnﬂV:MY
99gDPXRKAA®10M4YYm4am9g+eF9S5/UBYWpBU7Cc6A0XtpGQIDAQABODAWLgYJKoZI
hvcNAQkOMSEwHzAdBgNVHQ4EFgQUtPS7LzSPrZvrGKoZBwCrMY1QkkUwDQY JKoZI
hvcNAQELBQADggEBADUufFaFgecfrm/J5FpBePy09FbiwROoMadDilucWOQAVogA
PUMSiorj79jJu+me5gvkulBHGbR+GAUWVOY2dZREeXW1n1l0sKyyYzWXLcU7RNLdo
7Y84nc@0zyAxxp+BwglaB7kxHgQur2Iz9K+KbgZjJoWYSOnHU+KwkSPRDUY2Z7TA
NvgUXASg8eGLECKtFN+w@sjlwDlcttJgixwVbbDQ7p2hnpcL7IPn/KgftU7gV+0e
GkOw4qV/aZlkZJifsz6X0sam9kY9haTrnh/ekSUd1lsfxM9pOFCQ/ur723301tV3sS
73C+rbt2dbEITAAKQMPw+3jfI6hg3//PS++ibpco=

Fail CSR ini akan dihantar ke CA melalui portal GPKI.

Apache Tomcat 9



Penjanaan fail CSR bagi

1S (Single Domain dalam persekitaran Windows)
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Langkah-langkah penjanaan CSR di IS 10 menggunakan Windows Server 2016

Buka skrin Internet Information Service (1IS) Manager melalui Windows start
menu, taip Internet Information Service (1IS) Manager

@ Pada menu Connections, pilih nama pelayan dan double click Server Certificates

i’a Internet Information Services (IIS) Manager
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@ Pada menu Actions (right pane), klik Create Certificate Request

ifi Internet Information Services (IIS) Manager - O X
€5 [S3) seRver » ZREIR L B
File View Help
eﬂ Server Certificates
o |7 |8 # mport..
W) Stk Page Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. | Create Certficate Request... |
v qj SERVER (DOMAIN\Administre -~ P -
£ m— Complete Certificate Request...
[} Application Pools Filter: ~ W Go - GShow All | Group by: No Grouping o
y -[@] Sites Create Domain Certificate...
Name Issued... Issued By Expiration Date Certificate... Certificate Store
Create Self-Signed Certificate...
WMSVC-5HAZ WMS...  WMSvc-SHAZ-WIN-10U475M...  9/26/2026 8:28:45 ... 6F2CCAA.. Personal
Enable Automatic Rebind of
Renewed Certificate
® Hep
< 3 _Featurﬁ View ,_; Content View
Ready &,

B8 Windows Server 2016
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@ Lengkapkan maklumat berikut:

Common Name <Nama domain>

Organization <Nama organisasi>

Organization Unit <Unit organisasi>

City/locality <Bandar tempat organisasi didaftarkan>
State/province <Negeri tempat organisasi didaftarkan>

Country <Kod negara e.g: MY>

Request Certificate

| | Distinguished Name Properties

Specify the required information for the certificate, State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: [mmv.yourdomain.com ‘
Organization: [Your Company, Inc. ‘
Organizational unit: IIT l

City/locality [Lehi |

State/province: [UT ‘

Country/region: ‘US e

Previous Finish

Cancel
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@ Lengkapkan maklumat seterusnya:

Cryptographic service provider - Pilih
Microsoft RSA SChannel Cryptographic
Provider

Bit length - 2048

Request Certificate

1 ‘ Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the

certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

I Cryptographic service provider: I

| Microsoft RSA SChannel Cryptographic Provider v
2048 v

Previous ‘ I MNext I Finish Cancel
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@ Lengkapkan maklumat seterusnya: |Rewvst cetiite 7 x
Lengkapkan nama fail dan lokasi fail untuk 8 ||§ File Name
disimpan.
Seterus nya klik “Finish”. Specify the file name for the certificate request. This information can be sent to a certification authority for

signing.

Specify a file name for the certificate request:

| C:\Users\Administrator\Desktop\csr.txt

Previous Next | Finish Cancel




PENJANAAN

PENJANAAN CSR —[IS 10

PRASARANA KUNCI AWAM KERAJAAN

@ Paparan CSR seperti berikut:

————— BEGIN NEW CERTIFICATE REQUEST--——-
MIICvDCCAaQCAQAWdzELMAKGALUEBRMCVVMXE JAQBgNVBAGTICVIvdXITdGFOZTER
MASGAIUEBxMIWWS1ckNpdHkxCzAJBgNVBASTAK 1 UMRowGAYDVROKEXFZB3VYR2 9t
cGFueSwgSWSILjEYMBYGALUEAXMPAId3ILaV4 YW 1wbGUuY2StMIIBIjANBgkghkiG
SwOBAQEFAROCAQEBAMIIBCgKCAQEAITIBFFRfACAN sUkZwrQka/nAlKbo+ISDAWN3Z
+/5Rx] /KtXVddscEWlcbHGpMEK Pwidme JqlpQwIkIChY jSUQSpPKzdGpccDME /ecFO
J7EaQZszLvoAqgdRQwiAaekBSmocVmd I LxEOX4VvALBOMLHVEBS /vhYEfGECLJbc31l
RAEbdXyHDtHk1RACIVQCE jTwBWGNADI I TvmHW TQOREFYUoad fcTJh7RveJHS ywgwx
TpViabDbiPulgUhwiwksENEFxceGOxcIMr /+GreiHEudlchgeeCBPOR1yLpps +RMSE
merMEYmS065) TvEYaKEJUOJtASMIs /2 jaXfS1LiXurLlUOnCOQQIDAQABOAAWDRY J
KoZIlhvcNAQEFBQADggEBAK1SSgoyAYOpenrQZEvCGlizrK1kS3DEJjnAiPINHEIB
SgdTYR+ /8D /AMewwUSThGAVE68eMkketUNwAdpZ9C904 T2 z+ENEDOEBGAOFcdrw
ix7vblSvSXe3dshGijRGIzzHVGRoR3Ir TxQt IuMaDAr3x1VEe jHbevITcpX0EKbgeHL1G
NLA4CKsOI4EGwud4FX£5zJEGb3gEJDEHaMPEVEBer5Glowv/g/92/1/b0g97kAcUwk
MZeDsvPhMx/pENGbnLPed4 XMy T NPiEdzFnaYtUy2BDcX 3 ZQEWXRWk1ERggS /YcWI
cbf5ziuNmlDEZ4NBtStpCNzEGVviKT 6 /RYEWg3dMaKxe=

@ CSR dihantar ke CA untuk tujuan pengeluaran sijil SSL.




Penjanaan fail CSR bagi

Apache Server (Multidomain)
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PENJANAAN KONFIGURASI| OPEN SSL

Langkah-langkah penjanaan CSR multidomain melalui OpenSSL

@ Secara amnya, OpenSSL menggunakan konfigurasi seperti di dalam fail:
/etc/ssl/openssl.cnf

@ Bagi konfigurasi ke atas lebih dari satu pelayan, laksanakan proses salinan fail konfigurasi seperti berikut:

cp /etc/ssl/openssl.cnf /var/www/latihan.com/cert/latihan.com.cnf
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@ Edit fail konfigurasi /var/www/latihan.com/cert/latihan.com.cnf dibahagian[req]

@ Uncomment req extensions = v3 req
Tambah maklumat berikut subjectAltName = @alt names

di bahagian [v3 reqg] . Perubahan adalah seperti berikut:

[ v3 req |

# Extensions to add to a certificate request
basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = (@alt names

@ Tambah bahagian [ alt_names ] seperti berikut:

[ alt names ]
DNS.1 = www.latihan.com
DNS.2 = training.com
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Tukar direktori ke cert folder

cd /var/www/latihan.com/cert/

Laksanakan command berikut untuk jana private key
openssl genrsa -out latihan.com.key 2048

Laksanakan command berikut untuk jana CSR

openssl req -new —-key latihan.com.key -out latihan.com.csr -
config latihan.com.cnf

Laksanakan command berikut untuk verify CSR

openssl reqg -in latihan.com.csr —-noout -text
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