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TOPIK 1:
SIJIL DIGITAL PELAYAN PERKHIDMATAN MyGPKI

a Pengenalan Perkhidmatan MyGPKI

b Dasar Perkhidmatan MyGPKI

c Jenis - jenis Sijil Digital Pelayan

d Roadmap Peralihan
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Perkhidmatan  MyGPKI merupakan  perkhidmatan  keselamatan  ICT yang  
berasaskan  teknologi  Public  Key Infrastructure  (PKI)  yang  dilaksanakan  
selaras  dengan  Akta  Aktiviti  Kerajaan  Elektronik  2007 , Akta  Tandatangan  
Digital  1997 dan Peraturan - peraturan  Tandatangan  Digital  1998 serta  
Arahan  Teknologi  Maklumat  2007

Perkhidmatan  MyGPKI mula  dilaksanakan  pada  tahun  2002 . 
Pelaksanaan  Perkhidmatan  MyGPKI melibatkan  pembekalan  sijil  digital  
oleh  Pihak  Berkuasa  Pemerakuan  Berlesen  -  Certification  Authority  (CA)  
yang  dilantik  oleh  Suruhanjaya  Komunikasi  dan  Multimedia  Malaysia  
(SKMM)

Jabatan  Digital  Negara  (JDN)  merupakan  agensi  yang  diberi  
tanggungjawab  untuk  membekalkan  Perkhidmatan  MyGPKI kepada  
agensi  sektor  awam



PENGENALAN PERKHIDMATAN MyGPKI

32

FUNGSI

Menyediakan perkhidmatan Public
Key Infrastructure (PKI) dengan
membekalkan Sijil Digital Pengguna
bagi tujuan pengesahan identiti,
tandatangan digital, penyulitan dan
penyahsulitan maklumat serta Sijil
Digital Pelayan (SSL) kepada
agensi - agensi Kerajaan bagi
mengukuhkan keselamatan sistem
ICT Kerajaan .

OBJEKTIF

Memantapkan tahap keselamatan data
dan maklumat bagi sistem ICT Kerajaan .

Melindungi keselamatan data/ maklumat
Kerajaan dalam talian daripada ancaman
keselamatan melalui pengesahan identiti,
penyulitan dan tandatangan digital .

Meningkatkan tahap kepercayaan pengguna
untuk melaksanakan transaksi secara dalam
talian bagi sebarang urusan Kerajaan .
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20142012201120092002 2024 
-  Kini202020172015

SISTEM MYGPKI 3.0
1. MyGPKI Agent 3.0 

Release 2.0.1
2. Sistem  Helpdesk 

MyGPKI
3. Sistem  eLearning
4. MyGPKI Mobile
5. Roaming OTP
6. SSL (RSA, ECC)

SISTEM MyGPKI 3.0
1. GPKI Agent 3.0
2. Sistem  GPKI Desk
3. Sistem  eLearning
4. GPKI Mobile
5. Multi Token
6. Multi CA
7. SSL (RSA)
8. Multi Algo (RSA, ECC)

SISTEM GPKI 2.0
Sistem  GPKI 2.0, GPKI Agent 

2.0 dan GPKI Mobile Client 2.0 
diperkenalkan

GPKI MOBILE 
CLIENT 1.0

GPKI Mobile Client 
1.0 diperkenalkan

1. KAD PINTAR
Sijil digital disimpan  
di dalam  kad  pintar .
Key Length: 2048 bit

2. TOKEN
Sijil digital disimpan  
di dalam  kripto  token

Sijil digital disimpan  di 
dalam  pelayan  perayauan  
dan akan  dimuat  turun  ke  
komputer  pengguna  jika  

digunakan

ROAMING CERTIFICATE

Sistem GPKI 1.0 dan 
MAMPU GPKI Agent 
1.0 diperkenalkan

SISTEM GPKI 1.0

1. SOFT CERTIFICATE
Sijil digital disimpan  
di dalam  medium 
storan  pengguna

2. RA PORTAL 
RA Portal diperkenalkan  
bagi  pengurusan  sijil  
digital soft certificate

1. KAD PINTAR

2. TOKEN



TRANSFORMASI SISTEM & EVOLUSI MEDIUM SIJIL DIGITAL

34

20142012201120092002 2024 
-  Kini202020172015

SISTEM MYGPKI 3.0
1. MyGPKI Agent 3.0 

Release 2.0.1
2. Sistem Helpdesk 

MyGPKI
3. Sistem eLearning
4. MyGPKI Mobile
5. Roaming OTP
6. SSL (RSA, ECC)

SISTEM MyGPKI 3.0
1. GPKI Agent 3.0
2. Sistem GPKI Desk
3. Sistem eLearning
4. GPKI Mobile
5. Multi Token
6. Multi CA
7. Multi Algo (RSA, ECC)
8. SSL: Single Domain, 

Multi Domain dan 
Wildcard (RSA)

SISTEM GPKI 2.0
Sistem GPKI 2.0, GPKI Agent 2.0, 
GPKI Mobile Client 2.0 dan SSL: 

Single Domain (RSA)
diperkenalkan

GPKI MOBILE 
CLIENT 1.0

GPKI Mobile Client 
1.0 diperkenalkan

1. KAD PINTAR
Sijil digital disimpan  
di dalam  kad  pintar .
Key Length: 2048 bit

2. TOKEN
Sijil digital disimpan  
di dalam  kripto  token

Sijil digital disimpan  di 
dalam  pelayan  perayauan  
dan akan  dimuat  turun  ke  
komputer  pengguna  jika  

digunakan

ROAMING CERTIFICATE

Sistem  GPKI 1.0 dan 
MAMPU GPKI Agent 
1.0 diperkenalkan

SISTEM GPKI 1.0

1. SOFT CERTIFICATE
Sijil digital disimpan  
di dalam  medium 
storan  pengguna

2. RA PORTAL 
RA Portal diperkenalkan  
bagi  pengurusan  sijil  
digital soft certificate

1. KAD PINTAR

2. TOKEN
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̙̜́̒̚ ̖̞̖̣̜̦̟́̒̒ ˳̖̣̝̖̤̖̟ 
˙˴˲˚ 

̕̚ ˾̝̪̤̒̒̒̚ ̪̟̘̒ ̞̖̟̪̖̜̟̒̒̕̚ 
̡̖̣̜̙̞̥̟̒̒̚̕ ̡̖̞̖̜̝̟̓̒̒ ̛̤̝̚̚ ̘̥̝̒̕̚̚ 
̡̖̝̪̟̒̒ ̟̒̕ ̞̖̝̟̘̘̟̒̒ ˙̤̦̤̣̖̓̔̓̚˚ 
̡̣̒̒̒̕̚̕ ̡̡̣̟̤̝̪̟̘̒̒̚̚ ̜̥̣̗̒̕̚̚̚

 Prinsipal
Pihak yang diiktiraf dalam 
menyediakan pembekalan 
sijil digital di seluruh dunia 

(luar negara)

Semua jenis

˲̘̖̟̤̚ 
̛̖̟̖̣̦́̒ 
˙˻˵˿˚

Agensi 
Sektor 
Awam

Multi & Wildcard

Semua jenis

Nota:  Peralihan  Prinsipal
Ç Sijil keluaran  Entrust masih  

boleh  digunakan  sehingga  
sijil  tamat  tempoh  
walaupun  telah  diambil  alih  
oleh Sectigo . 

Ç Sijil yang diperbaharui  akan  
menggunakan  GlobalSign.
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̅̀́˺˼ ˢ˫
̄˺˻˺˽ ˵˺˸˺̅˲˽ ́˶˽˲̊˲˿ ́˶̃˼˹˺˵˾˲̅˲˿ ˾̪˸́˼˺

a Pengenalan  Perkhidmatan  MyGPKI

b Dasar Perkhidmatan  MyGPKI

g Jenis - jenis Sijil Digital Pelayan

d ̡̠̞̖̣̝̙̟̃̒̒́̒̒̕̚
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Pekeliling Pendigitalan Perkhidmatan Awam (PPPA) Bilangan 4 Tahun
2025 : Dasar Perkhidmatan Prasarana Kunci Awam Kerajaan
(Government Public Key Infrastructure Ь MyGPKI) telah diluluskan  
serta  ditandatangan  oleh  Ketua  Setiausaha  Negara  (KSN)  dan  telah  
berkuatkuasa  pada  12 Ogos  2025 .

Membatalkan  Pekeliling  Kemajuan  Pentadbiran  Awam  (PKPA)  
Bilangan  3 Tahun  2015: Dasar  Perkhidmatan  Prasarana  Kunci  Awam  
Kerajaan  [Government  Public  Key Infrastructure  (GPKI)]  bertarikh  23 
Oktober  2015.

́́́ ˲˳ ̝̚˥xɣ˟ ˡˣ ˦̚ ̟ ̚̕ ̜̖̝̦̣̜̟̒̒̚ ̤ ̖̝̣̤̒̒ ̕ ̖̟̘̟̒ ̡ ̖̣̦̙̟̓̒̒ ̥ ̖̜̟̠̝̠̘̚ 
́˼ ˺̤ ̖̣̥̒ ̡̣̠̤̖̤ ̡̡̖̟̘̠̖̣̤̟̒̒̚ ̖̣̜̙̞̥̟́̒̒̚̕ ˾̪˸́˼˺ ̪̟̒ ̘̥ ̖̣̜̟̚̚˟
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̚

iii

ii

Dasar Perkhidmatan  
MyGPKI

Bahagian  A:
Garis Panduan Teknikal  
Perkhidmatan  MyGPKI

˳̙̘̟̒̒̒̚ ˳˫
˸̣̤̒̚ ̟̦̟́̒̒̕ ̡̖̣̤̀̒̚ 
̖̣̜̙̞̥̟́̒̒̚̕ ˾̪˸́˼˺

Tiga (3) 
Bahagian  

Utama 



DASAR PERKHIDMATAN MYGPKI

˥ˡ

8. Agensi  Sektor Awam yang memerlukan  kemudahan  Prasarana  Kunci  Awam (PKI) bagi  Sistem ICT 
Kerajaan hendaklah  menggunakan  Perkhidmatan  Prasarana  Kunci  Awam Kerajaan ( MyGPKI)

9. Pelaksanaan  Perkhidmatan  MyGPKI adalah  berdasarkan  prinsip  pegangan  yang berikut :

i. Agensi Peneraju menanggung kos pelaksanaan Perkhidmatan
MyGPKI bagi Sijil Digital Pelayan untuk Sistem ICT Kerajaan
Perkhidmatan Awam Persekutuan iaitu di Kementerian , Jabatan
Persekutuan, Agensi Persekutuan dan Badan Berkanun Persekutuan
Yang Tidak Diasingkan Pengurusan Saraannya .

j. Kos perkhidmatan PKI bagi Perkhidmatan Awam Negeri, Badan
Berkanun Persekutuan Yang Diasingkan Pengurusan Saraannya ,
Badan Berkanun Negeri dan Pihak Berkuasa Tempatan yang berhasrat
untuk bertindak sebagai Agensi Pelaksana dan semua pengguna
Sistem ICT Kerajaan agensi ini adalah di bawah tanggungan agensi
masing - masing . Agensi boleh berurusan secara terus bagi
pelaksanaan PKI dengan CA yang diiktiraf oleh Suruhanjaya
Komunikasi dan Multimedia Malaysia (SKMM) .

PRINSIP
PEGANGAN

ˢˡ ́̃˺˿̄˺́
́˶˸˲˿˸˲˿



PERKARA PENTING
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˳̙̘̟̒̒̒̚ ˲˫ ˸̣̤̒̚ ̟̦̟́̒̒̕ ̖̜̟̜̝̅̒̚ ̖̣̜̙̞̥̟́̒̒̚̕ ˾̪˸́˼˺

Perubahan  templat  borang  dan  
laporan  penilaian  risiko  bagi  Sijil  
Digital  Pelayan  

Pemilihan  sijil  digital  pelayan  
mengikut  tahap  risiko

Jenis - jenis  Sijil  Digital  Pelayan

Tatacara  penilaian  risiko  
dijelaskan  secara  terperinci

ˤ

1

2

˥



3
Kriteria  Pelaksanaan  Penilaian  Risiko  dalam  
Konteks  Laman Web/Portal:
ÁMengandungi  maklumat  rasmi
ÁDikategori  sebagai  sistem  teras  atau  strategik
ÁBerkaitan  Keselamatan  Negara
ÁMelibatkan  transaksi  kewangan

PERKARA PENTING
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˳̙̘̟̒̒̒̚ ˳˫ ˸̣̤̒̚ ̟̦̟́̒̒̕ ̡̖̣̤̀̒̚ ̖̣̜̙̞̥̟́̒̒̚̕ ˾̪˸́˼˺

6 Meja  Bantuan  dan  Khidmat  
Sokongan  Teknikal  MyGPKI

˦Khidmat Nasihat dan Konsultasi
MyGPKI

2

Templat  surat - surat  berkaitan  
pengurusan  operasi  sijil  digital  
Perkhidmatan  MyGPKI tidak  dimasukkan  
(Sila  akses  Portal  Pengguna  MyGPKI untuk  
merujuk  atau  mendapatkan  templat  
surat  mengikut  tajuk  yang  diperlukan )

1
̥̣̅̒̒̔̒̒ ̡̖̟̘̦̣̦̤̟̒ ̡̣̠̤̖̤ ̡̠̖̣̤̒̚ 
̡̖̣̞̠̙̠̟̟̒ ̤ ̛̝̚̚ ̕ ̘̥̝̒̚̚ ̡ ̖̝̪̟̒̒ ̤ ̖̣̔̒̒ 
̦̞̦  ̞ ˙̓ ̙̣̦̒̒ ̋ ̡̖̞̙̣̦̟̓̒̒̒ ̋
̡̖̞̥̝̟̓̒̒̒ ̒̕ ̡̟ ̖̟̘̘̟̥̦̟̘̟̒̒˚

4
ÁLampiran  Tatacara  Pelaksanaan  

Penilaian  Risiko  dalam  Konteks  
Perkhidmatan  MyGPKI

ÁLampiran  Format  Laporan  Penilaian  
Risiko  Laman  Web  dan  Portal



ˢ

2

3

4

5

̅˲̅˲˴˲̃˲  ˾̆˲̅ ̅̆̃̆˿ ˵̀˼̆˾˶˿ 
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Akses Portal MyGPKI di 
https://mygpki.gov.my  

Klik Tab б˾̦̥̒ ̦̣̦̟̅в

Klik Sub Menu бDokumen  ˸ ́˼˺в

Klik Tab б˵̤̣̒̒в

Klik ikon б˾̦̥̒ ̦̣̦̟̅в dokumen  
di bawah  column  б˾̖̒̕̚в

https://mygpki.gov.my/
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TOPIK 1:
SIJIL DIGITAL PELAYAN PERKHIDMATAN MyGPKI

a Pengenalan  Perkhidmatan  MyGPKI

b ˵̤̣̒̒ ̖̣̜̙̞̥̟́̒̒̚̕ ˾̪˸́˼˺

c Jenis - jenis  Sijil Digital Pelayan

i Roadmap Peralihan



Diperlukan               Tidak Diperlukan 45

JENIS- JENIS SIJIL DIGITAL PELAYAN

̅˺˿˸˸˺
˙̃ ̙̤̒̒̚ ˳̖̤̣̒ˠ ̙̤̃̒̒̚ˠ 

̦̝̥̄̚˚

SEDERHANA
( Terhad )

SEDERHANA RENDAH
( Terkawal / Sensitif )

̃˶˿˵˲˹
˙̖̣̦̜̅̓̒˚

SINGLE 
DOMAIN

(EV)
1 Subdomain

SINGLE 
DOMAIN

(OV)
1 Subdomain

MULTI 
DOMAIN

(EV)
2Ь4 Subdomain

MULTI 
DOMAIN

(OV)
2Ь4 Subdomain

̈˺˽˵˴˲̃˵
˙̀̇˚

̦̠̞̟̄̓̒̕̚ ˯ ˥

ṉ ṋ ṉ ṋ

ṋ ṉ ṋ ṉ ṋ

ṋ ṉ ṋ ṉ ṉ

ṋ ṋ

Matriks ringkas 
keperluan sijil 

digital pelayan 
mengikut 

subdomain dan 
klasifikasi data

ṋṉ

DOMAIN 
VALIDATION

( DV)

ṋ

ṉ

ṋ

ṋ

ṋ ṋ ṋ



1.5 Juta (USD)

1.25 Juta (USD)

10 Ribu (USD)

1.5 Juta (USD)

1.25 Juta (USD)

500 Ribu (USD)

100 Ribu (USD)

100 Ribu (USD)

N/A
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˿˺˽˲˺ ́˲˾́˲̄˲˿ ˙̈˲̃˲˿̅̊ ˺˿̄̆̃˲˿˴˶˚ ̀˽˶˹ ́̃˺˿̄˺́˲˽

NOTA: 
Nilai pampasan  (Warranty Insurance) ialah  perlindungan  insurans  yang ditanggung  oleh prinsipal  CA sekiranya  
berlaku  insiden  keselamatan  yang dibuktikan  dan disahkan  berpunca  daripada  sijil  digital yang mereka  keluarkan . 
Pampasan  ini  tidak  meliputi  kesilapan  pemasangan , konfigurasi  atau  pengendalian  oleh pengguna .

EXTENDED VALIDATION (EV)
( Single /Multi)  

̀̃˸˲˿˺̄˲̅˺̀˿ ̇˲˽˺˵˲̅˺̀˿ ˙̀̇˚
˙̄ ̟̘̝̖̚ˠ˾̦̝̥̚ˠ ̝̣̈̔̒̚̕̕˚

DOMAIN VALIDATION (DV)
( Single /Multi/ Wildcard ) 



2025 Ь 
Perkhidmatan  
Semasa
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PRODUK BAHARU DALAM PERKHIDMATAN MyGPKI

̛̝̄̚̚ ˵̘̥̝̒̚̚ 
̖̟̘̘̦̟́̒

ORGANISATIONAL 
CERTIFICATE (WITH AATL)

Sijil Digital Pelayan

˴̀˵˶ ̄˺˸˿˺˿˸ 
˴˶̃̅˺˷˺˴˲̅˶

DATE TIME 
STAMPING

Sijil  Digital Extended Validation

i. Token
ii. Roaming + OTP
iii. SoftCert

i. Single Domain (EV) dan
Single Domain(OV)

ii. Multi Domain (EV) dan  
Multi Domain (OV)

iii. WildCard

̛̝̄̚̚ ˵ ̘̥̝̒̚̚ ̠̞̟̘̃̒̚

ADOBE APPROVE 
TRUST LIST
Sijil  Digital Roaming

ˣˡˣ˧ Ь ̖̣̜̙̞̥̟́̒̒̚̕ ˳̙̣̦̒̒
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TOPIK 1:
SIJIL DIGITAL PELAYAN PERKHIDMATAN MyGPKI

a Pengenalan  Perkhidmatan  MyGPKI

f Dasar Perkhidmatan  MyGPKI

c ˻̖̟̤̚˞̛ ̖̟̤̚ ̛̝̄̚̚ ˵̘̥̝̒̚̚ ̖̝̪̟́̒̒

d Roadmap Peralihan Sijil Digital Pelayan



ROADMAP PERALIHAN PERKHIDMATAN SIJIL DIGITAL PELAYAN

2017 -  2020
Å˲ ̝̘̠̣̥̞̒̚ ̃̄˲ 
    ̟̘̝̖̄̚ ˵̠̞̟̒̚ 2026

1. Kuatkuasa Algoritma ECC (Jan 2026)

2. Pengurangan  Tempoh  Sah Sijil SSL
 1 tahun  ke 6 bulan  (Mac 2026)

3.   Perkhidmatan Baharu  (Q2):
a. Organisation Cert

b. Code Signing
ˣˡˣˡ  ˞xˡˣ˥
ÁAlgoritma RSA 

Single Domain
Multi Domain
WildCard

2025
ÁAlgoritma RSA 

Single Domain
Multi Domain

WildCard
ÅAlgoritma ECC (Mac 2025) 



2

ˤ

4

1
˾̖̟̘̦̣̟̘̜̟̒̒ ̡̥̖̞̠̙ 
̡̖̟̖̙̟̒̒̕̕ ̣̤̜̠̚̚ 
˙̒ ̟̞̟̔̒̒ ̜̖̤̖̝̞̥̟̒̒̒˚

Menggalakkan  automasi  
dalam  pengurusan  sijil

Bersedia  untuk  perubahan  
keselamatan  masa depan

Memastikan  data sijil  
sentiasa  dikemaskini

CA/Browser  Forum  telah  meluluskan  Ballot  SC- 081v3 pada  11 April  2025  yang  
menetapkan  satu  pelan  peralihan  berfasa  (roadmap)  diwujudkan  bagi  mengurangkan  
tempoh  sah  maksimum  sijil  digital  pelayan  (SSL). Langkah  ini  dilaksanakan  untuk  
meningkatkan  tahap  keselamatan , mengurangkan  risiko  kerentanan  kriptografi  serta  
memastikan  ekosistem  PKI kekal  mematuhi  piawaian  keselamatan  antarabangsa .

́˶˿˸̆̃˲˿˸˲˿ ̅˶˾́̀˹ ̄˲˹ ̄˺˻˺˽ ˵˺˸˺̅˲˽ ́˶˽˲̊˲˿



JADUAL TEMPOH SAH SIJIL DIGITAL PELAYAN

̦̞̖̣̄̓˫ ̠̣̥̝́̒ ˴˲ ˸̝̠̝̘̟̓̒̄̚ ̖̣̜̥̟̓̒̒̚ 
˳̝̝̠̥̒ ̄˴˞l ˩ˢ̧ʕ  ̡̒ ̒̕ ˢˢ ˲̡̣̝̚ ˣˡˣ ˦



TINDAKAN YANG PERLU DIBUAT OLEH AGENSI
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01

02

03

04

Perlu meningkatkan pemantauan tarikh 
tamat SSL.

˾̖̞̖̣̝̦̜̟̒ ̡̣̠̤̖̤ ̡̖̞̙̣̦̟̓̒̒̒ ̝̖̙̓̚ 
̡̜̖̣̒˟

Mengurangkan risiko downtime kerana 
sijil tamat.

Cadangan penggunaan automasi untuk 
pemantauan & pembaharuan sijil.



̜̝̞̥̅̒̒̚ ̖̟̘̦̣̦̤̟́̒
̛̝̄̚̚ ˵̘̥̝̒̚̚ ̖̝̪̟́̒̒
˙̄̄˽ˠ̅˽̄˚ ˾̪˸́˼˺

4 Disember  2025 (Khamis)
BoraOmbak , Putrajaya



Topik  2

Peralihan SSL Algorithm
RSA ke ECC (RSA VS ECC)
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56 ˽˺˴˶˿̄˶˵ ˴˶̃̅˺˷˺˴˲̅˺̀˿ ˲̆̅˹̀̃˺̅̊ ˳̊ ˾˴˾˴ ˲̄ ́˶̃ ˵˺˸˺̅˲˽ 
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Current Workflow for SSL Certificate 
Issuance

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

̙̖̅ ̘̖̟̪̒̔ ̨̝̝̚ 
̡̦̝̠̒̕ ̥̙̖ ˴̄̃ 
̗̝̖̚ ̝̠̟̘̒ ̨̥̙̚ ̝̝̒ 
̡̡̝̟̥̒̔̒̚ 
̟̗̠̣̞̥̠̟̒̚̚ ̟̥̠̚ 
̥̙̖ ̡̠̣̥̝̒˟
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̃˲ ̨̝̝̚ ̧̣̖̖̖̔̚ ̟̒ 
̖̞̝̒̚ ̟̠̥̗̥̠̟̔̒̚̚̚ 
̥̠ ̡̣̠̖̤̤̔ ̥̙̖ 
̡̡̝̥̠̟̒̔̒̚̚

MyGPKI  PORTAL

The CA will 
process the 
application and 
inform the 
applicant that 
the organization 
and domain 
validation 
processes must 
be completed 
via email.
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The applicant 
will complete the 
validation 
process as 
follows:
ж ̣̘̟̫̥̠̟̀̒̒̚̚˫ 
Validation via 
phone or email
ж ˵̠̞̟̒̚˫ 
Validation via 
domain email

AGENCY DIGICERT CENTRAL GPKI PORTAL ˲˸˶˿˴̊

ÅPrincipal will issue 
the certificate

ÅMSC Trustgate  
retrieves the issued 
certificate from 
DigiCert Central.

ÅMSC Trustgate  
emails the issued 
SSL certificate to 
both Agency and 
GPKI Team.

MSC Trustgate  
uploads the SSL 
certificate into 
the GPKI Portal

˲̘̖̟̪̔ ˺̟̤̥̝̝̒ 
̥̙̖ ̖̣̥̗̥̖̔̔̒̚̚ 
̟̥̠̚ ̥̙̖ ̧̤̖̣̖̣



Public Key Cryptographic Algorithms

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

Public key cryptography, also known as asymmetric cryptography, uses two related keys: 
a public key  and a private key . These keys are used for secure communication, data 
encryption, and digital signatures. The public key can be shared openly, while the private key  
is kept secret.

VS



̃̄˲ ˙̧̖̤̥̃̚˞̄ ̙̞̣̒̚˞˲ ̝̖̞̟̒̕˚  ˞
̟̖̀ ̠̗ ̥̙̖ ̞̠̤̥ ̨̖̝̪̚̕ ̦̤̖̕ 
̤̪̞̞̖̥̣̒̔̚ ̡̖̟̣̪̥̠̟̔̚ 

̝̘̠̣̥̙̞̤̒̚˟

ECC (Elliptic Curve 
Cryptography) -  A more 

efficient alternative to RSA, 
using elliptic curves to offer 
strong security with smaller 

key sizes.

DSA (Digital Signature 
Algorithm) - Primarily 
used for creating and 

verifying digital 
signatures, not for 

encryption 
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LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)



RSA : Rivest -Shamir -Adleman

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

RSA is a method of encryption that uses two keys Э a public key and a private key Э to keep 
data secure.

What Makes RSA Secure?
RSA is based on the mathematical difficulty of:
Factoring very large prime numbers
The larger the number, the harder it is to break
This makes RSA very strong but also computationally heavy .

Where RSA Is Used
Å SSL/TLS certificates
Å Secure emails
Å Digital signatures
Å Authentication systems
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LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

National Institute of Standards and Technology (NIST) is deprecating RSA - 2048 and ECC -

256 algorithms as part of its post - quantum cryptography (PQC) initiative:

¶ Deprecation deadline : NIST plans to deprecate RSA - 2048 and ECC - 256 by 2030. 

¶ Banning deadline : NIST plans to ban RSA - 2048 and ECC - 256 by 2035. 

¶ Reason : NIST is transitioning to PQC to address the potential for quantum computing to 

compromise current encryption. 

*Reference: Root Causes 447: NIST Deprecates RSA - 2048 and ECC 256 | Sectigo ® Official

https://www.sectigo.com/resource-library/root-causes-447-nist-deprecates-rsa-2048-and-ecc-256
https://www.sectigo.com/resource-library/root-causes-447-nist-deprecates-rsa-2048-and-ecc-256
https://www.sectigo.com/resource-library/root-causes-447-nist-deprecates-rsa-2048-and-ecc-256
https://www.sectigo.com/resource-library/root-causes-447-nist-deprecates-rsa-2048-and-ecc-256
https://www.sectigo.com/resource-library/root-causes-447-nist-deprecates-rsa-2048-and-ecc-256


ğțǍʌ ȡɾ M>> ṵMȺȺȡɳʌȡǪ >ʔɶʬǸ >ɶʳɳʌɐȓɶǍɳțʳṶ

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

It is form of public key cryptography 
based on the mathematics of elliptic 

curves.

It provides high levels of security with 
relatively small key sizes, making it 

efficient and ideal for use in modern 
cryptographic systems.
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Koblitz  and Miller 
introduce ECC in 
cryptography.

1985

Development of efficient 
ECC algorithms for 
practical use.

ˢ˪˪ˣ

ECDSA becomes a 
standardized method for 
digital signatures.

1994

ECC becomes widely 
adopted in standards, 
including SSL/TLS and 
digital signatures.

ˣˡˡˡ̤

ECC becomes the 
preferred cryptographic 
algorithm for securing 
websites, mobile devices, 
and cryptocurrencies.

2010s

ECC remains critical in 
internet security, while 
post - quantum 
cryptography gains 
traction.

ˣˡˣˡ̤

ECC HISTORY



ECC VS RSA

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

Features ECC RSA

Key Size 160,224,256,384,521 1024,2048,3072,7680 and 15360

Performance Faster encryption and decryption Slower encryption and decryption

Security Strength
Require smaller key for having same security 
with RSA

e.g : ECC 256- bit = RSA 3072 - bit

Requires larger keys to have same 
security

e.g : RSA 2048- bit = ECC 224 - bit

Bandwidth Usage Lower (smaller keys) Higher (larger keys)

Computational 
Resources More efficient (less CPU/memory) Requires more resources 

(CPU/memory)

Use Cases Modern applications, mobile devices, IoT, 
blockchain

Traditional applications, secure 
communications



WHY ECC??

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

ÅStronger Security : Equivalent to RSA with much smaller keys.

ÅFaster Computation : Quicker encryption, decryption, and 

signature operations.

ÅLower Resource Use : Saves CPU, memory , and bandwidth .

ÅIdeal for IoT/Mobile Devices due to lightweight design



Supported Key Algorithm & Recommended Size
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Security Strength
NIST Recommend



Requirements for Using ECC SSL Certificates

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

To use ECC SSL certificates, you need to ensure that your system meets certain requirements. 

MICROSOFT WINDOWS
ÅIt requires Windows 10 or Windows Server 2016, 2019, 2022 with a 64 - bit OS, 2 GB RAM (4 GB 

recommended), 
     and 2 GB free disk space
ÅMicrosoft .NET Framework 4.x must be installed, and administrator privileges are needed.

LINUX
ÅIt supports CentOS/RHEL 7.x, 8.x, 9.x, and Ubuntu 20.04 or later. 
ÅThe requirements include a 64 - bit OS version, 2 GB RAM (4 GB recommended), 2 GB free disk 

space.
 OpenSSL Version Ь Minimum OpenSSL 0.9.8 
 Java Version Ь Minimum Java 7



Requirements for Using ECC SSL Certificates

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

LOAD BALANCER

1.F5 BIG- IP:
F5 BIG- IP supports ECC certificates starting from version 11.x. 

2.HAProxy:
HAProxy supports ECC in versions 1.6 and later. Use ssl- default - bind - ciphers and ssl-
default - bind - options directives to configure ECC and ECDHE support.

3.AWS Elastic Load Balancer (ELB):
In AWS, you can choose ECC - based SSL certificates from the AWS Certificate Manager 
(ACM) and configure the ALB (Application Load Balancer) or NLB (Network Load Balancer) 
to use them.
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LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

WEB APPLICATION FIREWALL(WAF)

SSL/TLS Support:
WAF must support TLS 1.2 or higher.
SSL/TLS offloading should support ECC - based certificates (ECDSA, ECDHE).

Cryptographic Libraries:
Ensure ECC support through libraries like OpenSSL (1.0.1+)

Cipher Suites:
Enable ECDHE and ECDSA cipher suites.
Disable weak ciphers (e.g., RC4, 3DES) for improved security.



Requirements for Using ECC SSL Certificates

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

MAINFRAME
Å ECC Support in z/OS
Minimum versions:
z/OS 2.1 or later
ICSF with ECC curve support (P - 256, P- 384, etc.)

Å For IBM HTTP Server for z/OS
GSKit must support ECC certificates
Use GSKit 8 or later

Å For CICS & MQ
Must support ECDSA certificates in SAF (RACF)

Å For FTP/FTPS on z/OS
SChannel/ GSKit must allow ECC cipher suites



Guidelines for ECC SSL Implementation by the Agency

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

No. Action Item Description / Requirement
1 Supported Web Server Software Ensure server (Apache, NGINX, IIS, WebLogic, 

WebSphere) supports ECC SSL/TLS.
2 TLS/SSL Library Support Libraries (OpenSSL, Java Crypto, Windows Crypto API) 

must support ECC.
3 ECC- Compatible SSL/TLS 

Certificates
Agency should provide a CSR file with ECC type 
ECDSA key 256,384

4 Browser Compatibility Chrome, Firefox, Safari, Edge support ECC.

5 Operating System Support OS must support ECC cryptography and ECDSA 
certificates.

6 TLS 1.2 or Higher Enable TLS 1.2/1.3; disable SSL 3.0, TLS 1.0, TLS 1.1.

7 Testing & Validation Use SSL Labs Test and OpenSSL to validate ECC 
ciphers.
https://www.ssllabs.com/ssltest/

8 Security Best Practices Disable weak ciphers (RC4, DES, 3DES) and outdated 
protocols.

https://www.ssllabs.com/ssltest/


WHY MOVE TO ECC?

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

Å RSA is still  widely used but becoming less efficient

Å Research claims RSA- 512 can be broken (though larger keys remain safe for now)

Å Post - Quantum Cryptography (PQC): ECC is not quantum - resistant , but currently more efficient 
than RSA ECC- 384  still offers strong protection pre - quantum

Å Future - proofing  security by transitioning to ECC and planning for PQC



CERTIFICATE SIGNING REQUEST (CSR FILES)

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

-----BEGIN CERTIFICATE REQUEST-----

MIIBNTCB3AIBADB6MQswCQYDVQQGEwJNWTERMA8GA1UECAwIU2VsYW5nb3IxEjAQ

BgNVBAcMCUN5YmVyamF5YTEkMCIGA1UECgwbTVNDIFRydXN0Z2F0ZS5jb20gU2Ru

LiBCaGQuMR4wHAYDVQQDDBVkZW1vLm1zY3RydXN0Z2F0ZS5jb20wWTATBgcqhkjO

PQIBBggqhkjOPQMBBwNCAARlSDHVqj6SySJYRWkJKOYdkLYexywJeIw9hbYZ6iTx

YV3WMRK1e53S2wuH38Z4kDQcRBpdNfupa8gnFqHktZkVoAAwCgYIKoZIzj0EAwID

SAAwRQIgMxGyLMP4AtClcVphXOwOHDUXEmBP3Vh09Q8n4jBTWCACIQCrX56SU08f

247+kRMb1oWG5B4PJ2NWXDoIdIYN9eaEqA==
-----END CERTIFICATE REQUEST-----

ECC

-----BEGIN NEW CERTIFICATE REQUEST-----

MIICvjCCAaYCAQAweTELMAkGA1UEBhMCTVkxHDAaBgNVBAgME1dpbGF5YWggUGVy

c2VrdXR1YW4xFTATBgNVBAcMDEt1YWxhIEx1bXB1cjEVMBMGA1UECgwMTUlNT1Mg

QmVyaGFkMR4wHAYDVQQDDBVtZW50YXJpY2xvdWQubWltb3MubXkwggEiMA0GCSqG

SIb3DQEBAQUAA4IBDwAwggEKAoIBAQDvqmbJUWOvSEen7z5OyekDqLrVGCKtcS8J

RwhimgNJE4i9puyrajWS5lp/nw+hPsbdLf+vGrMJddSq1mctd0WprmiFd8tk83WZ

BJOPwcJ9d+/uiF9QUDayJccNWS8UJZ+CulE7JFiiCasODaDJN1R5r8UgQPo4d4Yu

SYXS5wni0hoecaO/uJ4EQ5UbnBhYFA9QUMn4cQzLueaWYwiiwjAJf/fb5KRU90iG

SVhbgcsrGE6ykZQmGo6HkOG3zYIdHAZlhl55zo4fyDOTU5BYjwug/H4JJvxFOWun

tS+E7YbZeQB0o9+PFTXytYDtwZhIgtiLgrfxy8I+LrdwtfS7pk01AgMBAAGgADAN

BgkqhkiG9w0BAQsFAAOCAQEAaH8njR9UH5s/CQU1qqrgrUlAE/GuA+Jok4e/QMvn

w0nqyalA5QqiThRASV3P7SR1kAq48l8F90o6PjWbmXkI9iV+i+nwk3RU4gfAPJ7r

nPHNqWDhGdnZQVDpIbwNOheGtGODUyqHlLyfdLTPQfBfyUS5K/y+tRvixzj0MhAQ

5WNkDv+4OSj2P12OHjPsQ3xKbbEfFTR9Q5zztLiQNfESZH/PcuqU8K5vU1WWcqfu

48OBAAMoHmHlOBIbPteasWtaaJ8js1Yp3O8+d0DYx1RTkbKW8MCfbehvEnNZWD5O

n6pNPzGf6CGcHKOKcBGertRHy2e8udOy0jUIWhArt2hiLA==

-----END NEW CERTIFICATE REQUEST-----

RSA



SSL CERTIFICATE (ECC)

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)



INTERMEDIATE & ROOT CERTIFICATE

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)



INTERMEDIATE & ROOT CERTIFICATE CHAIN

LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)
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LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

Are you ready for Short lived Certificate?



LICENSED CERTIFICATION AUTHORITY (LPBP- 2/2020 (5)

THANK YOU

Q & A Session



Rehat


